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1. Purpose
The purpose of this policy is to:
· Protect Bradley Stoke Town Council’s (BSTC) IT systems, data and users
· Ensure compliance with UK General Data Protection Regulations (GDPR), Data Protection Act 2018, and cybersecurity good practice
· Provide clear guidance on acceptable use of Town Council IT resources
· Reduce the risk of cyber incidents, data breaches and service disruption

This policy supports the Council’s wider governance and data protection responsibilities. This IT Policy should be used alongside the Town Council’s other adopted policies and procedures, including but not limited to:
· BSTC Communication Policy
· BSTC Information and Data Protection Policy
· BSTC Official Social Media Engagement Policy

2. Roles and Responsibilities
· The Town Clerk is responsible for managing and enforcing this policy, ensuring IT resources are used appropriately and securely.
· Councillors and staff are responsible for complying with the policy and reporting any breaches or incidents immediately.
· External IT support providers and contractors must adhere to the standards set out in this policy when handling council information.

3. Scope
This policy applies to:
· All employees
· Councillors
· Contractors, volunteers and any agency staff
· Anyone granted access to Council IT systems (including external IT support provider) 

It covers all Council-owned or managed:
· Computers and laptops
· Mobile devices
· Email accounts
· Cloud systems
· Network access
· Software and applications
· Data storage systems

4. Principles
Bradley Stoke Town Council will:
· Protect information according to its sensitivity
· Provide secure and reliable IT systems
· Comply with legal and regulatory requirements
· Promote responsible and professional use of technology
· Respond promptly to security incidents

Users are responsible for using the Town Council IT safely, lawfully and professionally.
5. Acceptable Use
Town Council IT resources must be used:
· Primarily for official Town Council business
· In a professional and lawful manner
· In line with Council policies and procedures

Limited Personal Use
Reasonable personal use is permitted provided it:
· Is occasional and brief, does not interfere with work duties and does not incur additional cost to the Town Council
· Complies with this policy

The Council reserves the right to monitor usage.

6. Prohibited Use
Users must NOT:
· Access, create or distribute offensive, illegal or inappropriate material
· Use Town Council systems for political campaigning
· Install unauthorised software or attempt to bypass security controls
· Share passwords or accounts
· Use Town Council systems for personal commercial gain
· Download files from untrusted sources

Breaches may result in disciplinary action.

7. Password and Account Security
Users must:
· Use strong passwords (minimum 12 characters recommended)
· Use unique passwords for Council systems
· Enable multi-factor authentication (MFA) where available
· Never share passwords
· Lock screens when away from devices
· Report suspected compromise immediately

IT administrators must ensure:
· MFA is enabled wherever possible
· Default passwords are changed
· Accounts are removed promptly when staff leave, or councillors reach the end of their term of office

8. Email and Phishing Awareness
Users must:
· Be vigilant for phishing emails
· Not click suspicious links or attachments
· Verify unusual payment or data requests
· Use Town Council emails for official communications in line with BSTC Communications Policy
· Include appropriate email disclaimers where required

Suspected phishing emails must be reported to the Town Clerk and external IT support provider immediately.

9. Data Protection and Information Handling
All users must comply with:
· UK GDPR
· Data Protection Act 2018
· BSTC Information and Data Protection Policy

Users must:
· Only access data necessary for their role
· Store personal data securely
· Use approved storage locations only
· Not download personal data to personal devices
· Not send personal data via unsecured methods
· Follow the BSTC Document Management & Archive Policy

Personal data breaches must be reported immediately.

10. Device Security
All Council devices must:
· Be password protected
· Use up-to-date antivirus software
· Receive regular security updates
· Use encryption where available
· Not be left unattended in public places

Home and Remote Working
When working remotely, users must:
· Use secure Wi-Fi connections
· Avoid public/shared computers
· Keep devices physically secure
· Follow Town Council remote working guidance

11. Software and Systems
· Only authorised software may be installed
· Updates and patches must not be disabled
· Cloud systems must be approved by the Town Council/external IT support provider
· Freeware and browser extensions must not be installed without approval

The Town Council currently leases all IT equipment from an external provider who maintains an asset register of IT equipment and systems.

12. Social Media and Internet Use
When using the internet via Council systems, users must:
· Act professionally and protect the Council’s reputation
· Not make unauthorised public statements on behalf of the Council
· Follow the Town Council’s Official Social Media Engagement Policy

13. Monitoring
Bradley Stoke Town Council reserves the right to monitor:
· Network traffic and system access logs
· Internet and email usage

Monitoring will be proportionate and compliant with data protection legislation.

14. Incident Reporting
Users must report immediately:
· Suspected phishing emails
· Lost or stolen devices
· Suspected malware infections
· Unauthorised access
· Personal data breaches

Reports should be made to:
Primary contact(s): Town Clerk/Deputy Town Clerk
Secondary contact: External IT Support Provider

Early reporting is critical to reducing risk.

15. Use of CCTV and Surveillance
Where the Town Council operates CCTV systems, they will be used solely for the purposes stated at the time of installation (such as crime prevention or public safety).

All systems must comply with the Information Commissioner’s Office (ICO)’s CCTV Code of Practice. Signs must be clearly displayed in areas under surveillance. Data must be stored securely, retained only for the legally allowed duration, and accessed only by authorised personnel.

16. Business Continuity and Backup
The Council will ensure:
· Regular backups of critical systems
· Secure off-site or cloud backups
· Periodic backup testing
· Basic cyber incident response arrangements
· Adherence to BSTC Business Continuity and Disaster Management Policy

17. Training and Awareness
The Council will:
· Provide periodic cybersecurity awareness training and data protection training
· Share phishing awareness guidance
· Support councillors and staff in safe IT use

Users are expected to participate in required training.

18. Digital Inclusion and Accessibility
The Town Council recognises the importance of digital inclusion. Support and training will be offered to councillors and staff who are less confident using technology. Residents who are digitally excluded will be offered alternative methods of accessing Town Council information and services, such as paper notices or telephone enquiries.

The Town Council’s website and online documents must comply with current accessibility regulations and offer downloadable content in accessible formats.

19. Non-Compliance
Failure to comply with this policy may result in:
· Withdrawal of IT access
· Disciplinary action
· Termination of contract
· Potential legal action

Serious breaches (especially involving personal data) may be reported to the (ICO).

20. Review
This policy will be reviewed:
· Annually
· Following significant IT changes, any major security incidents or legislative updates
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