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BRADLEY STOKE TOWN COUNCIL

DATA PROTECTION POLICY

Introduction

Bradley Stoke Town Council is committed to the protection of personal data and will always comply with obligations under applicable data protection law including the Data Protection Act 1998, which covers both electronic data and data held on manual records. 

Some definitions used in the Data Protection Act
· ‘Personal Data’ is information that can identify a living individual. This includes Sensitive Data (see below), names, addresses, photographs, National Insurance numbers, bank account details – these are just a few examples and the list is endless.

· ‘Sensitive Data’ is personal data relating to an individual’s racial or ethnic origin, political opinions, religious or other beliefs, trade union movement members, health, sexual orientation, criminal proceedings or convictions.

· ‘Processing’ means any operation carried out by Bradley Stoke Town Council or its staff on Personal Data (e.g. collection, storage, disclosure, transfer and deletion.)

Data Protection Act Key Principles - The Rules of Fair Processing

The Data Protection Act contains eight principles that apply to all personal data processing.

Personal data must always be:

1 
Fairly and lawfully processed.

2 
Processed for clearly identified purposes that have been notified to individuals who give the Town Council data.

3 
Relevant and not excessive for the purpose told to individuals.

4 
Accurate and where necessary, kept up to date.

5 
Not kept for longer than is necessary.

6 
Processed in line with the individual’s rights.

7 
Secure.

8 
Not transferred to countries without adequate protection.

Data Protection Policy
Bradley Stoke Town Council is committed to the objectives of the Data Protection Act and declares its intention that all personal information held by the Council will be treated in confidence and held and used only in accordance with the terms of the Data Protection Act and other applicable legislation.

The Town Council will, wherever possible, seek to do more than the minimum required by law, attempting to comply with the spirit of the legislation as well as the letter at all times. It will be open about the type and extent of personal data it holds. It will keep the minimum amount of personal information needed to perform its duties; it will hold that information securely, use it only for appropriate purposes and not disclose it without proper authority.

The Town Council expects all of its employees and elected members to comply fully with this policy and the principles of the Data Protection Act. Deliberate beaches of this policy will be considered as gross misconduct. Individuals, as well as the council, can be prosecuted for breaches of the Data Protection Act.

The Town Clerk is responsible for co-ordinating compliance with the Act. It is, however, the responsibility of each elected member and every employee to be aware of their individual and collective responsibilities under the Act and to make sure they comply with its provisions.

The Town Council will provide any person requesting it in the proper manner a response stating whether or not the Council holds personal information about that individual and, if so, the opportunity to see the information and have it corrected or deleted if appropriate. A person may only request details about themselves and no other person.

The Town Council is entitled to levy a charge for this service.

For more information on the Data Protection Act please refer to South Gloucestershire Council www.southglos.gov.uk or the Information Commissioner’s www.ico.gov.uk websites which both provide useful guidance.
Data Protection Guidance (as per SLCC Advice Note)
Data Protection Act 1998

The Data Protection Act 1998 was enacted to bring the UK into line with European privacy laws and defines UK law of processing data on identifiable living people.  It allows individuals to have control over information which is kept about them.  

A Council acting as an employer is required to comply with the Data Protection Act.  In such circumstances, the Council will be deemed to be a data controller for the purposes of the Act  and in this capacity it will determine the purposes for which and the manner in which any personal data, is, or is to be, processed. “Processing” includes obtaining, recording, holdings or using information.

Subject Rights

The Act creates rights for those people who have their data stored and also responsibilities for those who store, process or collect personal data. A person who has their data processed by a data controller (the Council in this instance) has a number of rights in relation to the data which is held about them. The person can do the following:

· View the data which is held for a maximum fee of £10;

· Request that information which is incorrect be corrected;

· Require that data is not used in a way which may cause damage or distress;

· Require that their data is not used for direct marketing.

Subject Access Requests

Under section 7 of the Data Protection Act, a person may make a subject access request in relation to information held about them. A person who makes a request and pays a maximum £10 fee is entitled to the following information:

· To be told whether any personal data is being processed;

· A description of the personal data which is held, why the data is being processed and whether this data will be given to any other organisations or people;

· A copy of the information comprising the data; and

· The source of the data.

Once the Council receives such a request, should the data be disclosable, the request must be dealt with within 40 calendar days of receiving the request.

If the personal data which is the subject of the request is normally held for less than 40 days, then the request may be legitimately refused.

How to Deal with a Subject Access Request which concerns other people’s information

A person may request access to data about them which also carries information regarding a third party.  In such circumstances, the Council must assess whether the request can be complied with, without infringing the third party’s privacy. There is an obligation upon a data controller to comply with as much of a request as possible and it may be the case that if you cannot gain consent of the third party and compliance with the request is reasonable, then the Council should consider whether separation the discloseable information  from the non-discloseable information.

What is ‘personal data’?

The Data Protection Act covers any data which concerns a living and identifiable individual, for example emails concerning an employee but not necessarily an email from an employee concerning a business matter. Personal data could be a name accompanied by other information about the individual such as address, age or telephone number. The Act does not cover information which is anonymous or aggregated data, provided that the anonymisation or aggregation is not reversible.

Exceptions

There are circumstances in which a data controller is not obliged to supply certain information to the requester. Some of the most important exemptions apply to:

· Crime prevention and detection;

· Confidential references given by you (but not ones given to you);and

· Information covered by legal professional privilege.
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