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BRADLEY STOKE TOWN COUNCIL

BUSINESS CONTINUITY/DISASTER RECOVERY POLICY

OVERVIEW TO BUSINESS CONTINUITY PLAN

Business Continuity is the process which a business or organisation undertakes to ensure its resilience to disruption or disaster. In the production of this Business Continuity/Disaster Recovery Policy, Bradley Stoke Town Council is committed to minimising the interruption to the town council business during a disruption or emergency.

This document will be issued to all members of staff, to be used for reference in the event that any of the identified threats to business continuity should occur.

This document will be reviewed and updated annually, or as and when required, if any new threats are identified or any other changes need to be made. 
BUSINESS CONTINUITY & TOWN COUNCIL SERVICES THREAT ANALYSIS

Bradley Stoke Town Council has a total of four sites which could be affected by a number of threats to the premises; typically these are fire, flood, structural failure, terrorism, burglary & malicious damage. The four sites are:

· Town Council Offices, 7 The Courtyard, Woodlands, Bradley Stoke, BS32 4NQ

· Baileys Court Activity Centre, Baileys Court Road, Bradley Stoke, BS32 8BH

· Brook Way Activity Centre, Brook Way, Bradley Stoke, BS32 9DA

· The Jubilee Centre, Savages Wood Road, Bradley Stoke, BS32 8HL

Other threats to business continuity include:

· The suspension/failure of utility and communication services; typically these are power, telephone, fax, post, ADSL Internet access systems and the mobile telephone network

· The failure or malicious attack on Internal IT systems; typically this involves the failure of IT hardware and loss of key data through either accidental or malicious attack (IE: computer virus)

· The loss of key staff through illness, accident or personal reasons; typically this involves a non-planned absence which prevents staff from being able to continue to perform their normal working functions

· Inclement weather or other incidents preventing travel; typically this might prevent staff from attending the office or Activity Centre sites to provide services and support to residents of Bradley Stoke.

· Availability of Company vehicles; typically preventing Bradley Stoke Town Council staff from performing their normal duties

KEY PERSONNEL - AREAS OF RESPONSIBILITY

Mrs Sharon Petela – Town Clerk (Mr John Rendell Deputised)

Administration systems, Utility services (power, water) & communications (telephone, fax, Internet access and mobile phones), Administration staff availability (loss of key staff, staff absence, illness etc)
Miss Rachel Pullen – Responsible Finance Officer/Finance Manager (Mrs Sharon Petela Deputised)

Finance systems (accounting, banking, pension scheme, customer/order/suppliers database) Finance staff availability (loss of key staff, staff absence, illness etc)

Mr John Rendell – 
Role 1: Deputy Town Clerk (Mrs Sharon Petela Deputised)




Role 2: Premises Manager (Mr William Walton Deputised)
Office Mobile: 07773280568 

Premises (Town Council Office, Baileys Court Activity Centre, Brook Way Activity Centre, The Jubilee Centre), Leisure Assistants availability (loss of key staff, staff absence, illness etc), Company vehicles (Piaggio Van and Mobile Cleansing Operative’s van)
Mr William Walton – Senior Leisure Assistant

Office Mobile: 07870878791
BUSINESS CONTINUITY THREATS PRIORITIES & METHODOLOGY

PERSONNEL

Notify relevant staff (via email/phone) of person not available to perform their normal work duties

Determine nature and duration of unavailability of staff member

Notify customers if necessary and advise them of the person to contact until further notice

Appoint someone to take over that person’s responsibilities and duties in their absence

If the staff member becomes permanently unavailable, notify key customers if required and appoint a permanent replacement as soon as practically possible

UTILITY SERVICES & COMMUNICATIONS

ADSL/Internet/Email Access

· Determine nature of fault, contact INTY on 01454 640500 if ADSL service has failed

· Contact CCUK on 08454 021277 or South Gloucestershire Council on 01454 868686 (and ask to be put in contact with Centrex) if the analogue line has failed, test line using fax to see if dial-tone available first

Telephone Lines/System

· Determine nature of fault, contact SGC Centrex or CCUK if ISDN lines are not working

· If telephone switch has failed, or SGC Centrex or CCUK advise delay in re-instating the ISDN service, contact SGC Centrex or CCUK to divert in-coming calls to functioning telephone line, use business mobile phones to make calls

· Source suitable replacement phone switch, if required, at earliest opportunity and install

· Contact SGC Centrex if phones connected to the Centrex system are not working
Mobile Phone Services Provider

· In the event that the Orange network should fail, use email and landlines to communicate until the service is re-instated

Power

· Ensure Servers are shut-down correctly, if a prolonged outage occurs.

· Contact E-ON Energy (Western Power Distribution) on 0800 3281111 to determine how long power will be unavailable

· If this is likely to be a prolonged outage, follow procedure to place signs on affected buildings explaining the problem and ensure that a member of staff is on site to explain to hirers/customers.
Water

· Contact Bristol Water on 0845 702 3797 to determine how long water will be unavailable

· If this is likely to be a prolonged outage, follow procedure to place signs on affected buildings explaining the problem and ensure that a member of staff is on site to explain to hirers/customers.
IT SYSTEMS & KEY DATA

Preventative Procedures

· Ensure Full System Backup of Servers to Portable USB drives and tapes overnight has completed successfully,

· Swap drives between on-site/off-site models daily
· Information on tape – Small Business Server operating system files and Active Directory, Exchange Mailboxes and Public Folders

· Information on USB Hard Drive – Accounts, Bookings, Data, Data_Baileys, Data_Brook, Data_Jubilee, Payroll, Personnel, Users
· RFO (Miss R Pullen) to make additional daily copies of the accounts system folder

· RFO (Miss R Pullen) to make additional regular copies of the accounts system folder to USB memory stick

· INTY Mail-Defender anti-virus/anti-spam to continue to be used to prevent email virus attack

· INTY Desk-Defender/Web-Defender to continue to be used to prevent other direct Virus, Malware or Spyware attacks

Server Hardware or Software Failure

· Determine nature of fault, rectify immediately if possible

· If hardware component failure, source replacement (if available) from Ionet on 0845 230 0263 or contact HP warranty support on 0845 161 0030 to arrange for an engineer to repair the product

· If data corruption has occurred, contact Ionet on 0845 230 0263 and arrange for them to restore latest copy of data affected from USB backup drive
Note: Other equipment such as printers, faxes etc are not considered critical to the operation of the business and can be repaired or replaced as required in a timely manner

Virus or Malicious Attack on Systems

· Determine nature if Virus/Spyware or Systems Intrusion

· Contact Ionet on 0845 230 0263 to remove the Virus/Spyware, or rebuild the affected systems as required

· Investigate source of attack and implement procedure or suitable software fix to prevent any future occurrence

TOWN COUNCIL OFFICE (7 The Courtyard, Woodlands, Bradley Stoke, BS32 4NQ)

Preventative Procedures

· All key IT equipment (Servers/Switches/Router etc) is located in the secured main office with blinds kept closed on all windows when building unoccupied, to reduce the possibility of theft, malicious damage or opportunist robbery.
· Ensure the building’s Fire Prevention/Detection Systems are maintained and regularly serviced ( responsibility of building landlord – Interserve PLC)
· Ensure the building’s Monitored Alarm System is maintained and regularly serviced
Major Premises Disruption (Fire, Flood, Terrorism etc)

· Notify staff of the situation and initiate disaster recovery procedures

· Determine the extent and nature of the damage to the Premises and Equipment/Services

· Contact Interserve Plc (buildings management company) on 01189 602277 to inform them, so they can inform other tenants in the building if necessary and so that the insurers can be contacted to arrange damage assessment

· Divert the main office telephone number 01454 868080 and dedicated booking line 01454 864646 to the Jubilee Centre office telephone line 
· Advise Avon & Somerset Constabulary and/or insurance company, Zurich Municipal on 0870 2418050 (Out of hours/Emergency Property Losses on 0800 0280336) of the situation as soon as practical via phone as necessary
· Advise customers, suppliers and other key organisations of the situation as soon as practical via email or phone as necessary
· Arrange for explanatory messages to be placed on Town Council noticeboards and Bradley Stoke Town Council website explaining ongoing situation
· Notify Post Office to redirect mail to The Jubilee Centre until further notice

· Relocate any stock and un-damaged equipment to The Jubilee Centre
· Contact Ionet on 0845 230 0263 to arrange hire of Standby Server (if appropriate) as an interim measure
· Use office computer at The Jubilee Centre to access town council administration & accounts system while Standby Server is configured

· Contact Ionet on 0845 230 0263 to assist in recovery of full system backup to Standby Server and divert email to new IP address at The Jubilee Centre
· Administrative functions are to operate from The Jubilee Centre until main town council office has been fully reinstated.

· Manage re-instatement of main town council office in a timely manner and move furniture, IT equipment, etc back to the premises as soon as re-instatement has been completed

BAILEYS COURT ACTIVITY CENTRE (Baileys Court Road, Bradley Stoke, BS32 8BH)

Preventative Procedures

· All key IT equipment (Servers/Switches/Router etc) is located in the secured on-site Leisure Assistants office with shutters kept closed on all windows when building unoccupied, to reduce the possibility of theft, malicious damage or opportunist robbery.
· Ensure the building’s Fire Prevention/Detection Systems are maintained and regularly serviced
· Ensure the building’s Monitored Alarm System is maintained and regularly serviced
Major Premises Disruption (Fire, Flood, Terrorism etc)

· Notify staff of the situation and initiate disaster recovery procedures

· Determine the extent and nature of the damage to the Premises and Equipment/Services 
· Advise Avon & Somerset Constabulary and/or insurance company, Zurich Municipal on 0870 2418050 (Out of hours/Emergency Property Losses on 0800 0280336) of the situation as soon as practical via phone as necessary

· Advise customers, suppliers and other key organisations of the situation as soon as practical via email or phone as necessary 
· Divert the Baileys Court Activity Centre office telephone number 01454 865875 to the main town council  office telephone line 
· Arrange for explanatory messages to be placed on Town Council noticeboards and Bradley Stoke Town Council website explaining ongoing situation
· Notify Post Office to redirect mail to the Town Council office until further notice

· Relocate any stock and un-damaged equipment to The Jubilee Centre
· Bookings for hire of facilities to be transferred (as far as is practicable) to the other Activity Centres (Brook Way and The Jubilee Centre) until Baileys Court Activity Centre has been fully reinstated.

· Manage re-instatement of Baileys Court Activity Centre in a timely manner and move furniture, IT equipment, etc back to the premises as soon as re-instatement has been completed

BROOK WAY ACTIVITY CENTRE (Brook Way, Bradley Stoke, BS32 9DH)
Preventative Procedures

· All key IT equipment (Servers/Switches/Router etc) is located in the secured on-site Leisure Assistants office with shutters kept closed on all windows when building unoccupied, to reduce the possibility of theft, malicious damage or opportunist robbery.
· Ensure the building’s Fire Prevention/Detection Systems are maintained and regularly serviced
· Ensure the building’s Monitored Alarm System is maintained and regularly serviced
Major Premises Disruption (Fire, Flood, Terrorism etc)

· Notify staff of the situation and initiate disaster recovery procedures

· Determine the extent and nature of the damage to the Premises and Equipment/Services

· Advise Avon & Somerset Constabulary and/or insurance company, Zurich Municipal on 0870 2418050 (Out of hours/Emergency Property Losses on 0800 0280336) of the situation as soon as practical via phone as necessary

· Advise customers, suppliers and other key organisations of the situation as soon as practical via email or phone as necessary 
· Divert the Brook Way Activity Centre office telephone number 01454 615189 to the main town council  office telephone line 
· Arrange for explanatory messages to be placed on Town Council noticeboards and Bradley Stoke Town Council website explaining ongoing situation
· Notify Post Office to redirect mail to the Town Council office until further notice

· Relocate any stock and un-damaged equipment to The Jubilee Centre
· Bookings for hire of facilities to be transferred (as far as is practicable) to the other Activity Centres (Baileys Court and The Jubilee Centre) until Brook Way Activity Centre has been fully reinstated.

· Manage re-instatement of Brook Way Activity Centre in a timely manner and move furniture, IT equipment, etc back to the premises as soon as re-instatement has been completed

THE JUBILEE CENTRE (Savages Wood Road, Bradley Stoke, BS32 8HL)
Preventative Procedures

· All key IT equipment (Servers/Switches/Router etc) is located in the secured on-site Leisure Assistants office with shutters kept closed on all windows when building unoccupied, to reduce the possibility of theft, malicious damage or opportunist robbery.
· Ensure the building’s Fire Prevention/Detection Systems are maintained and regularly serviced
· Ensure the building’s Monitored Alarm System is maintained and regularly serviced
Major Premises Disruption (Fire, Flood, Terrorism etc)

· Notify staff of the situation and initiate disaster recovery procedures

· Determine the extent and nature of the damage to the Premises and Equipment/Services

· Advise Avon & Somerset Constabulary and/or insurance company, Zurich Municipal on 0870 2418050 (Out of hours/Emergency Property Losses on 0800 0280336) of the situation as soon as practical via phone as necessary

· Advise customers, suppliers and other key organisations of the situation as soon as practical via email or phone as necessary 
· Divert the Jubilee Centre office telephone number 01454 616015 to the main town council  office telephone line 
· Arrange for explanatory messages to be placed on Town Council noticeboards and Bradley Stoke Town Council website explaining ongoing situation
· Notify Post Office to redirect mail to the Town Council office until further notice

· Relocate any stock and un-damaged equipment to Baileys Court Activity Centre
· Bookings for hire of facilities to be transferred (as far as is practicable) to the other Activity Centres (Baileys Court and Brook Way) until The Jubilee Centre has been fully reinstated.

· Manage re-instatement of The Jubilee Centre in a timely manner and move furniture, IT equipment, etc back to the premises as soon as re-instatement has been completed

COMPANY VEHICLES

Preventative Procedures

· Ensure all vehicles are serviced and maintained to optimum operational standards as recommended by the manufacturer

· Each employee is responsible for performing a “visual” daily check and a weekly check on their assigned vehicle to ensure oil, coolant levels and tyre pressures are correct

Accident or Vehicle Breakdown

· In the event of an accident, make a note of the date, time, location and weather conditions at time of the incident. Get the details, including name, address, insurance details and contact information for any involved third party and witnesses 
· In the event of a accident to the Piaggio van, contact Zurich Municipal Motor Claims on 0845 602 5407 to report accident
· In the event of a accident to the Astra van, contact Pearce Bros. on 01454 333775 to report accident
· In the event of a breakdown of the Astra van, contact Pearce Bros. on 01454 333775 to arrange road-side assistance 
· In the event of a breakdown of the Piaggio van, contact D J Phillips on 01761 453131 to arrange road-side assistance

· Arrange for affected staff member to get back to office/home/seek medical treatment if required

· Arrange for recovery of broken down or damaged vehicle if it cannot be driven safely, with Pearce Bros. on 01454 333775 (for Astra van) or D J Phillips on 01761 453131 (for Piaggio) van
· Arrange for loan/hire or permanent replacement of the vehicle if required and removal of any equipment or tools in damaged vehicle

· Arrange for insurance assessment and repairs as required at earliest opportunity

Theft of Vehicle

· Report the incident to Avon & Somerset Constabulary and Zurich Municipal Motor Claims on 0845 602 5407 (for Piaggio van) or  Pearce Bros. on 01454 333775 (for Astra van) to report theft
· Arrange for loan/hire or permanent replacement of the vehicle as required

TRAVEL CONDITIONS

Preventative Procedures

· Wherever possible avoid the need for staff to travel 

Inclement Weather & Road Incidents

· In the event of poor weather conditions or road/traffic incidents which prevent Bradley Stoke Town Council staff from attending the office sites, advise staff to only travel if absolutely necessary
Adopted by Bradley Stoke Town Council – 21st September 2011 
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